The evolving explosion in high data rate services and applications will soon require the use of untapped, abundant unregulated spectrum of the visible light for communications to adequately meet the demands of the fifth-generation (5G) mobile technologies. Radio-frequency (RF) networks are proving to be too scarce to cover the escalation in data rate services. Visible light communication (VLC) has emerged as a great potential solution, either in replacement of, or a complement to, existing RF networks, to support the projected traffic demands. Despite the prolific advantages of VLC networks, VLC faces many challenges that must be resolved in the near future to achieve full standardization and to be integrated to future wireless systems. Here, we review the emerging research in the field of VLC networks and lay out the challenges, technological solutions, and future work predictions. Specifically, we first review the VLC channel capacity derivation and discuss the performance metrics and the associated variables. The optimization of VLC networks are also discussed, including resources and power allocation techniques, user-to-access point (AP) association and APs-to-clustered-users-association, APs coordination techniques, non-orthogonal multiple access (NOMA) VLC networks, simultaneous energy harvesting and information transmission using the visible light, and the security issues in VLC networks. Finally, we propose several open research problems to optimize the various VLC networks by maximizing either the sum rate, fairness, energy efficiency, secrecy rate, or harvested energy.
data rates, massive device connectivity, higher energy efficiency (EE), lower traffic fees, a more robust security, and ultra-low latency [2] [3] [4] . With the advent of the Internetof-Things (IoT) era, the amount of the connected devices to the Internet is increasing dramatically [5] , [6] , resulting in a significant increase in data traffic that, and hence, crowded traditional radio-frequency (RF) or wireless-fidelity (WiFi) networks [7] . Small cells or network densification have been proposed as a solution for 5G technologies [8] , [9] in order to increase the system capacity and coverage, reduce the power consumption of mobile devices, and enhance the networks' EE. The continuity of dramatic growing in data traffic demand has motivated researchers to explore new spectrum, new techniques, and new network architectures to meet these demands. Visible light communication (VLC) has been introduced as a promising solution for 5G and beyond. The motivation behind emerging the VLC technology is the great invention of the energy-efficient light emitting diode (LED) [10] . White LEDs outperform the other light sources with their modulation performance, high electrical-to-optical conversion efficiency, long life span, small size and light weight, low cost, and operational speed [11] [12] [13] . LED lamps consume approximately 20% of the power consumed by fluorescent bulbs and approximately 0.5% of the power consumed by traditional light sources [14] .
Visible light communication uses a portion of the electromagnetic spectrum that is entirely untapped, free, safe, and provides a high potential bandwidth for wireless data transmission with rejecting the present RF interference [15] . Hence, VLC is a communication technology that uses LEDs as transmitters to emit both the light and information signals to the users. We should note that the power of the information signal must meet the illumination requirements, as well as being within the range of the LED's physical limits [16] . However, the non-linearity of LEDs in electrical-to-optical transfer can be efficiently avoided using pre-distortion mechanisms [17] . The VLC receiver contains a photo-detector (PD) component that has the ability to convert the received light intensity to a current signal. Data are transmitted using an intensity modulation (IM) technique at the transmitter, and received using a direct detection (DD) technique at the receiver (IM/DD) [18] . This means that the modulating signal must be real non-negative, and the existing modulation techniques in the RF networks adjusted to fit this property. Compared to RF networks, VLC networks provide higher data rates, larger EEs, lower battery consumption, and smaller latency.
In addition, VLC can be safely used in sensitive environments such as chemical plants, aircraft, and hospitals [19] . Because of the small coverage of the transmitters in VLC systems, an exhaustive reuse of frequency can be implemented. VLC is also power-saving since the consumed power for communication is already used for illumination and may also be used for energy harvesting. Because the light can be blocked by opaque objects, VLC functions properly only in line-of-sight (LoS) communications, which own a robust security since the unauthorized users who are out of sight cannot receive an information signal of good quality.
Despite all the aforementioned VLC advantages, VLC faces many technical challenges that must be resolved in the near future to achieve its full standardization and integration with future wireless systems. The important challenges in VLC networks are: small bandwidth of LEDs, deriving the exact channel capacity, channel estimation and shadowing effects, backhauling VLC traffic into large-scale networks, the rapid decrease in light intensity with distance, and the noise or interference that may be generated by nearby lighting systems. One common solution to partially overcome these challenges is to optimize the parameters of VLC networks. Another common solution is to supplement the VLC networks by RF networks.
Numerous studies have investigated the potential applications of VLC to outdoor communications; yet, VLC is better suited for indoor communications. According to various published statistics, users of wireless information spend 80% and 20% of their time in indoor and outdoor environments, respectively [20] . In general, this paper reviews the optimization techniques studied in the literature to improve VLC systems' performance with focusing on target research directions.
A. Related Work
Several review articles have been written in the past on the topic of the VLC technology [21] [22] [23] [24] [25] [26] [27] [28] [29] [30] [31] , but none of them addressed how the new emerging technologies in RF networks could be mapped and applied in VLC networks such as the non-orthogonal multiple access (NOMA), energy harvesting (EH), simultaneous wireless information and power transfer (SWIPT), space division multiple access (SDMA), and physical layer security (PLS). Specifically, Kumar and Lourenco reviewed LED-based VLC systems and applications in their early stage development [21] . Sevincer et al. [22] focused on the dual function of LEDs (used in smart lighting and VLC), and explored their potential for integration by introducing a new concept: LIGHTNETs (LIGHTing and NETworking) that performs both functions simultaneously. Wu et al. [23] highlighted the benefits and disadvantages of VLC networks, compared with RF networks. The benefits of LEDs for illumination and communications, modulation schemes, dimming techniques, and the methods used for improving the performance of VLC were reviewed in [24] , while in [25] , Pathak et al. focused on the VLC link level transmission and shed some light on medium access techniques and visible light sensing. A more recent study by Li et al. reviewed systemlevel VLC networks, with a focus on user-centric network design, and compared it with the network-centric design with emphasizing on the interference reduction techniques [26] . Chowdhury et al. [27] explored the differences among optical wireless communications (OWC) technologies such as infrared communications, VLC, light-fidelity (LiFi), free space optical (FSO) communications, etc.
Some review articles focused on specific aspects of VLC such as VLC channel modeling methods [28] , noise optical sources and noise mitigation mechanisms [29] , VLC-based positioning techniques for indoor and outdoor applications [30] , and the pertinent issues associated with the outdoor usage of VLC in vehicular communication [31] . They generally identified emerging challenges and proposed future research directions.
This paper explores all the optimization techniques, previously reported in the literature, that aim at improving the VLC network performance. Emphasis is placed on how the new technologies, emerged in RF networks, mapped or used in VLC networks such as NOMA, SWIPT, cooperative transmission, SDMA, and physical layer security.
Specifically, • This paper provides, in Section II, an overview of VLC technology, defines and discusses the objectives and constraints that must be taken into account when optimizing VLC networks. Special emphasis is placed on channel capacity derivations, and the unique properties of VLC. We also discuss the variables, parameters, and constraints having an impact on the performance of VLC networks. • All optimization techniques are reviewed in Sections III and IV, including power and resource allocation, users-to-APs association, cell formation, APs' cooperation, and multiple-input-multiple-output MIMO techniques that used for mitigating the disadvantages of VLC networks to improve performance. This important topic was previously investigated by Li et al. [26] . However, their study was focused on the difference between user-centric and network-centric cell formations, and the interference reduction techniques, whereas in this paper, we place our attention on the techniques, used in RF/VLC and in VLC standalone networks, that are aiming at alleviating the limitations in VLC networks. In other words, we show how to formulate optimization problems, what are the techniques used for solving these optimization problems, how the different objectives, limitations, constraints are evaluated, and how added RF APs can remove stand-alone VLC network limitations. • By reviewing all the work conducted on NOMA-VLC systems in Section V, we show how such systems are different from NOMA-RF architectures. • In Section VI, we survey the various energy harvesting techniques used in VLC networks and show how this added function (energy harvesting) affects the illumination and communication functions that are implemented simultaneously, using LEDs. • The topic of physical layer security in VLC networks is also reviewed in Section VII, including the different techniques proposed to improve the secure VLC communications.
• In Section VIII, we outline some remaining challenges and open research areas in hybrid VLC/RF and standalone VLC networks, NOMA-VLC networks, energy harvesting in VLC systems, and securing VLC networks. We present several ideas, which have not been previously investigated or proposed, to improve the performance of the different types of VLC networks. With this article, our goal is to present a clear, comprehensive picture of what has been accomplished so far, in the field of VLC networks, and to present future research directions. A list of abbreviation used in this paper is presented in Table I , and the different types of VLC networks that considered in this paper are shown in Fig. 1 .
II. FUNDAMENTALS OF VLC SYSTEMS
Because of its unique properties, a VLC channel is different from a RF or any other communication technology; its optical signal is modulated via the intensity of the signal, without carrying any information in phase or in frequency; the transmitted signal is positive and real, the optical power is proportional to the mean of the input power signal (not to the mean square of the signal amplitude); the transmitted peak power is constrained by the LED's dynamic range and the illumination requirements.
A. VLC Elements
Every communication system must consist of a transmitter, channel, and receiver. Here, we discuss the characteristics of a VLC's transmitter and receiver.
1) VLC Transmitter: The LED lamp is the most appropriate transmitter used for both illumination and communication purposes (see Introduction for details). Each lamp usually consists of one or multiple LEDs driven by a circuit that controls the intensity of the brightness, using the 'flowing-in' current. The function of the driver circuit is to transmit the data by modifying the flowing-in current, which, in turn, modifies the light intensity. The flowing-in current must be within the LED's dynamic range in order for the output (light intensity) to be linearly proportional to the input current. Because it shows the objects as they are without changing their real colors, the white color is commonly used for illumination and communication. Two common schemes are generally used in design white LEDs. One uses a blue LED with a yellow Phosphor layer [32] , the other uses a combination of three LEDs (red, green, and blue) [33] .
Because of its low cost and simplicity of implementation, the first type of LEDs (the blue LED with a yellow phosphor layer) is more popular than the RGB type for designing white LEDs. However, it has a limited bandwidth, compared to RGB, because of the slow absorption and emission of the coating phosphor layer. Khalid et al. [32] showed that a 1 Gbps data rate could be achieved, using this type of LEDs. The RGB technique is better for communication as it uses the color shift keying (CSK) modulation technique that modulates the signal, using the three different LEDs. By doing so, data rates of 3.4 Gbps data can be achieved [33] . One important issue that should be considered, when designing the VLC, is the illumination requirements, which is the main purpose of the LED. In other words, the illumination range that is required should not be violated by the VLC system. This means that the performance of the VLC system is related to the illumination design requirements (more details are given in Section II-D5).
2) VLC Receiver: The PD is a diode device sensitive to the light intensity that can convert the received light to a current modulated by the intensity of the light received. The PDs that are commercially available can easily take samples of the received visible light at a rate of tens of MHz [25] .
There are three types of devices that can be used as VLC receivers of the optical signal coming from the LED transmitter: 1) photo-detector (e.g., positive-intrinsic-negative (PIN) and avalanche PD), 2) an imaging or camera sensor, 3) and a solar panel.
One of the advantages of a camera sensor is its availability on most mobile devices such as smart-phones used to capture videos and images. The main advantage of a solar panel is that it can directly convert the received light to an electrical signal without the need for an external power supply [34] .
B. Channel Model
The receiver receives the LoS optical signal and many copies of non-LoS, coming from reflections. According to [35] , the optical power received from signals reflected more than once is negligible. Fig. 2 shows a channel model of VLC links, containing the LoS and first reflected links. The LoS VLC link between the AP i and the user j can be expressed as follows [13] , [36] :
where A p is the physical area of the receiver PD, m is the Lambertian index given by m = −1 log 2 (cos(θ 1/2 ) , with θ 1/2 the half-intensity radiation angle, d j ,i the distance between AP i and user j, g of the gain of the optical filter, φ the angle of irradiance at the AP, θ the angle of incidence at the PD, and f (θ) the optical concentrator gain is given by
where n is the refractive index and Θ is the semi-angle of the field-of-view (FoV) of PD. Komine and Nakagawa [35] showed that the DC attenuation of the channel, from the first reflected link is given by
where α r and θ r are the angels of the irradiance and incidence of the first reflection link, respectively, d 2 k ,i and d 2 j ,k are the distance from the AP i to the reflecting point k and the distance from the reflecting point k to the user j, respectively, ρ and dA s are the reflection factor and the reflective area, respectively, α 1 and α 2 are the irradiance angles with respect to the reflected point and with respect to the receiver, respectively.
The above model is the general description of the VLC channel model. However, for an accurate representation for the VLC channel model, practical channel characteristics should be considered. For more information about channel models, we refer the interested reader to [28] and [37] . However, these references did not cover the effect of the device orientation on the channel model and the MIMO channels. In the following, we summarize the effect of the device orientation on the channel model and show the MIMO channel characteristics.
1) Device Orientation Effect: Most of the existing studies in the literature assumed that all receiver devices are vertically upward for simplicity. However, users with smart-phones, which are the most common devices, tend to have their devices oriented in their preferable direction which is not necessary to be parallel with ground. This orientation information can be measured using a gyroscope that is equipped in smart-phones and then can be fedback to the transmitter to attain the channel information. Soltani et al. [38] showed that the arbitrary users' orientation has a significant impact on the channel quality and load balancing. Soltani et al. [39] made an experiment for 40 participants to model the statistical distribution of the devices' random orientation and use it to characterize the VLC channel distribution. Eroglu et al. [40] characterized the LoS VLC channel when the incidence angle fluctuates randomly under any random distribution. They derived the square-channel statistics with deterministic and stochastic user's location and with wide and narrow user's FoV.
2) MIMO VLC Channel Model: In the literature, the channel in MIMO-VLC channel matrix is highly correlated since there is no phase or frequency information in IM/DD modulation scheme. However, having spaced LEDs reduces the channel matrix correlation and increases the reliability of decoding the parallel channels at the receivers [37] . In this case, the temporal delays that stem from the different distances between the different LEDs and receivers or stem from the different wire topologies should be considered. Wang et al. [41] showed that the difference in the distances between LEDs and the receiver results in a complex channel gain and phase differences in the frequency domain. Yesilkaya et al. [42] considered practical issues for accurately modeling the MIMO channel such as number of LED chips per luminary, spacing between LEDs, objects inside the room, and propagation delay of cables. These factors have impacts on the channel DC gain, root mean square (RMS) delay spread, and mean excess delay spread.
C. VLC Modulation Schemes
As mentioned previously, data cannot be transmitted by encoding the phase or frequency, and the modulation in VLC is implemented by varying the light intensity of the LED. On the other hand, the demodulation can be implemented by direct detection at the PD. Various IM/DD-based modulation techniques have been proposed and published in the literature. On-off keying (OOK) was proposed for VLC, as a simple modulation scheme, where data are represented by two levels of light intensity [43] , [44] . In order to obtain higher data rates, in comparison with what OOK offers, pulse width modulation (PWM) and pulse position modulation (PPM) schemes, in which data are represented by the pulse width and the pulse position, respectively, have been proposed. The data rate in PWM can be increased by combining it with the discrete multitone technique (DMT) [45] , while the data rate can be increased in PPM by using overlapping PPM (OPPM) [46] , multi-pulse PPM (MPPM) [47] , or the overlapping MPPM [48] .
Due to the non-linear VLC channel response, the aforementioned modulation schemes suffer from inter-symbol interference. To combat this impairment, the orthogonal frequency division multiplexing (OFDM) scheme, widely used in RF systems, should be modified to be compatible with the IM/DD technique. Because the light signal is a real nonnegative signal, the complex bipolar signals generated by OFDM must be represented by real positive signals in VLC. The solution can be implemented by relaxing the Hermitian symmetry constraint and convert the bipolar signal to a unipolar signal. Two types of optical-OFDMs are widely used as VLC modulation schemes: a DC-biased optical OFDM (DCO-OFDM) and an asymmetrically-clipped optical OFDM (ACO-OFDM). In DCO-OFDM [49] , [50] , a positive direct current is added to make sure that the signal is non-negative, and all the subcarriers are modulated to maximize the spectral efficiency. On the other hand, in ACO-OFDM, only odd subcarriers are used to modulate the data [51] , resulting in a symmetric time domain signal.
D. Objectives and Constraints in VLC Networks
In this section, we present the established objectives for the design or optimization of the VLC networks and discuss the associated constraints that must be achieved. Certainly, some of the unique characteristics of VLC technology have generated new challenges, different from those in RF networks. As a result, the techniques used in traditional RF networks cannot directly be applied to VLC networks.
1) System Capacity: Several issues (that do not exist in the RF systems) must be considered, when deriving the VLC channel capacity. These are: 1) dimming requirements, 2) peak optical intensity constraint, 3) illumination requirements and the LED dynamic range, 4) and necessity for the input signal to be non-negative and real-valued. In addition, the channel gain for VLC is modeled almost as the Lambertian model [35] , in which the channel gain for VLC is time-invariant but affected by geometrical parameters such as the locations of the transmitter and receiver. Because of the differences between RF and VLC systems, the capacity-achieving input distribution does not have to be Gaussian [52] . This means that the commonly derived Shannon channel capacity formula used for RF systems cannot be applied to VLC ones. Consequently, many researchers have been investigating the VLC channel capacity under these constraints. Several papers have focused on the optical intensity channel capacity, where only two constraints are imposed: the non-negative real-valued intensity signals, and the average and peak light intensity for eye safety standard [53] [54] [55] [56] [57] .
In particular, the capacity of the scalar Gaussian channel constrained by amplitude power was proved to be achievable by a unique discrete random variable with a finite number of values [53] . For point-to-point transmission with peak and average power constraints, Chan et al. [54] showed that the capacity-achieving input distribution for the optical channel is discrete with a finite number of mass points. For multiple access channel, it was shown that the largest weighted sumrate can be achieved by generating the code-books of users according to discrete distributions with a limited number of mass points [55] . Elmoslimany and Duman [56] showed that to obtain the capacity-achieving distribution, a finitedimensional optimization problem can be formulated, and efficient numerical algorithms can be proposed using standard optimization techniques to find the channel capacity. Soltani and Rezki [57] showed that the capacity region of broadcast channel under non-negativity, peak, and average intensity constraints is achieved by superposition coding along with generating the codebooks of users according to discrete distributions with a finite number of mass points.
Despite of all these studies which show that the optimal capacity-input distribution is discrete, a closed-form channel capacity is yet unknown. However, continuous input distributions provide a potential to have achievable rates that can be expressed in simple formulas, in contrast to discrete input distributions [58] . Hence, several papers focused on finding closed-form expressions for the upper and lower bounds of the channel capacity and on providing efficient approaches to tighten these bounds [52] , [58] , and [59] . A capacityapproaching distribution based on entropy maximization was developed in [58] aiming at reducing the complexity compared to the optimal input distribution. Lapidoth et al. [52] derived upper and lower bounds for the channel capacity and these bounds meet at low and high signal-to-noise-ratio (SNR) if the peak and average power constraints are imposed. Chaaban et al. [59] showed that the truncated-Gaussian input distribution can achieve higher rates than the distribution used in [52] in moderate SNR. In addition, Chaaban et al. [59] provided a simple fitting functions for the achievable rate derived, numerically, in [58] , which closely captures its achievable rate at any SNR.
For the VLC channel capacity, the illumination requirements and the LED dynamic range constraints must be considered when deriving the channel capacity. Ahn and Kwon [60] proposed a numerical approach to determine the channel capacity for inverse source coding in VLC, without providing a closed-form expression for the VLC channel capacity, whereas Wang et al. [61] derived closed-form expressions for the upper and lower bounds of the dimmable VLC channel capacity. The lower bound was expressed as follows:
where ζ is the dimming target ranging from 0 to 1, P is the nominal optical intensity of LEDs, σ 2 is the Gaussian noise variance, and e is the Euler parameter. The channel gain (losses and opto-electronic transformation factors) is assumed to be equal to 1, in Equation (4). Expression (4) is the common expression used in the literature to estimate the system capacity. The same authors derived closed-form expressions for the upper and lower bounds of the dimmable VLC channel, when imposing the peak optical intensity constraint of the LED [62] . This constraint resulted in a loss of channel capacity, and was found negligible when the maximum allowed optical intensity was twice the nominal optical intensity of the LEDs. With a different approximation method used for the intrinsic volumes of the simplex, Jiang et al. [63] derived a tighter upper bound, compared to that derived in [61] , for the VLC dimmable channel capacity. Chaaban et al. derived the capacity bounds of the IM/DD optical broadcast channel under two constraints, which are the average light intensity and peak power intensity [64] . The channel in VLC system is often modeled as timeinvariant Lambertian model [35] . It does not change with time, but it changes with changing the location of the receivers. In other words, the VLC channel changes over the spatially geometrical locations [65] . Hence, Xu et al. [65] studied the effect of user mobility on the channel capacity by assuming two different mobility patterns, which are the random walk and the main spot patterns. The authors derived a lower bound for the ergodic capacity and showed that the ergodic capacity decreases with the rise of the geometrical random variable. Another factor that affects the VLC channel capacity is the random receiver orientation. Soltani et al. [38] considered the impact of arbitrary receiver orientation on the system capacity. Their simulation results showed that the randomly rotated PDs degrade the user received services compared to the perpendicular PDs. Wang et al. [66] studied the effect of tilting the receiver angle on the channel capacity. The authors derived upper and lower bounds for the channel capacity and showed that the channel capacity can be improved by optimizing the tilt of the receiver's angle.
Capacity of MIMO-VLC Systems: For multiple-inputsingle-output (MISO) and MIMO optical intensity channel, Moser et al. [67] and [68] , respectively, found asymptotic capacity results for MISO and MIMO optical intensity channels in the high SNR case, while Moser et al. [69] derived several upper and lower channel capacity bounds for the MISO optical intensity channel in low and high SNR regimes. For MIMO low-SNR regime, Chaaban et al. [70] derived a general upper bound for the IM/DD channel capacity that was shown to be tight at low SNR regime. Using different approaches from [68] , Chaaban et al. [71] derived upper and lower bounds for high SNR-regime. In particular, Moser et al. [68] used the entropy power inequality scheme which is suited for high-SNR, while Chaaban et al. [71] used the QR-decomposition scheme to achieve higher rates at moderate SNR than the scheme in [68] , when the number of transmitter's antennas is less than or equal the number of equipped antennas at the receiver. For VLC channel with two users and two transmitters, Agarwal and Mohammed [72] proposed an achievable rate region of the proposed system VLC channel when the zeroforcing pre-coder was applied. They showed that the largest rate region was achieved when the average power of LED is half the maximum allowed peak power.
System Capacity With Secrecy Constraint: When VLC networks contain two types of users, the authorized users that have the authority to obtain and decode the data, and the eavesdroppers trying to obtain confidential messages without permission, the performance metric is changed to be the system capacity with secrecy constraint, which is called secrecy capacity. The secrecy capacity is defined as the maximum information rate that can be attained by the legitimate receiver minus the maximum eavesdropper's information rate [73] . Similar to the system capacity, the secrecy capacity with peak power constraint can be achieved by discrete input distributions with finite support [74] . Ozel et al. [74] also showed that both the capacity and the secrecy capacity may not be achieved simultaneously. However, under sufficiently small peak power constraint, the capacity and the secrecy capacity can be both achieved by the symmetric binary distribution. For MISO case, Rezki and Alouini [75] used similar approach to the one in [74] with a non-straightforward modification to show that the capacity-achieving input distribution is discrete.
Different continuous input distributions, under intensity constraints, were proposed for seeking the simplicity and providing closed-form expressions for upper and lower bounds of the secrecy capacity [76] [77] [78] [79] [80] . For the uniform input distribution and with considering amplitude constraint |x (t)| ≤ A ∀t, the secrecy capacity of the single-input-single-output (SISO)-VLC system is lower and upper bounded, respectively, by [81] 
and
where h D is the transmitter-legitimate receiver channel, h E is the transmitter-eavesdropper channel, σ 2 is the noise variance, e is the Euler parameter, and A is the peak power constraint. It is important to note that the lower bound of the secrecy capacity must be greater than or equal zero, otherwise, a negative capacity would be obtained. This constraint can be achieved if the channel of the legitimate receiver h D is greater than the channel of the eavesdropper channel h E . This constraint also guarantees that the upper bound is greater than the lower bound.
Zaid et al. [77] used the truncated Gaussian inputs instead of the uniform input distributions for both the data and the artificial noise signals. Arfaoui et al. [79] used the truncated generalized normal distribution for the MISO-VLC Gaussian channel. It was shown that the truncated generalized normal distribution input performs better than the uniform and the Gaussian distribution inputs [79] . For the same system model and same input distribution as in [79] , Arfaoui et al. [80] found a closed-form expression for the optimal beamforming, for a known location of the eavesdropper. Both the truncated Gaussian and the truncated generalized normal distributions provide potential to improve the secure communications by optimizing the parameters that cannot be optimized in the uniform distribution. Arfaoui et al. [82] showed numerically that the discrete input distribution with a finite support significantly improves the secrecy rate, in MISO system, compared to those achieved by the truncated generalized normal and the uniform distributions. Arfaoui et al. [83] derived a closed-form for the achievable secrecy rate as a function of the discrete input distribution. They considered a class of discrete input distribution based on truncated discrete generalized normal distribution to enhance the achievable secrecy rate.
2) Throughput or Data Rate: This criterion is different from the system capacity because it calculates the actual transmitted data rate. Determining the bit error rate (BER) and the used coding and modulation schemes is required in finding the actual system throughput.
The data rate of the user j can be expressed in OFDM systems using the following expression [84] , [85] 
where B is the modulation bandwidth, L is the number of subcarriers, η i is the ith subcarrier spectral efficiency obtained from the modulation scheme, coding scheme, and the received signal-to-noise ratio (SNR) [86] , and β is a constant that depends on the kind OFDM used (e.g., for DCO-OFDM β = 1 2 , and for the traditional OFDM β = 1 [85] ). In DCO-OFDM, L must be even to guarantee that half of the subcarriers are conjugates of the other half [84] . In TDMA systems, the achieved throughput, at the user j, is expressed as follows:
where N T ,j is the number of time slots assigned for user j, and η i is the spectral efficiency of the ith time slot.
3) Energy Efficiency: VLC networks are more energyefficient than RF networks because LEDs, used as transmitters, are power-saving devices, and the same power is used for both communication and illumination. Nevertheless, the transmitted power can be controlled within the given illumination limits to enhance the EE. The EE is required to be improved for 5G wireless technologies to reduce the consumed power that is expected tremendous number of devices that will be connected. The EE can be improved by efficient resources optimization, power allocation, energy transfer and harvesting, and hardware solutions [87] .
The common approach to guarantee energy-efficient systems is to optimally allocate the resources to maximize the EE function subject to QoS and maximum transmit power constraints. The EE function can be defined as the system's benefit over the total consumed power. In other words, if the system's benefit is the sum rate, then the EE is
where R T is the sum rate and P T is the total consumed power at the transmitters. Another way for improving the EE is to formulate the optimization problem as minimizing the total amount of transmitted power, under a given set of QoS constraints. This type of optimization problems is easier to tackle than the problem of maximization of the EE function. This is because the EE function is not concave, in terms of allocating the transmit power. The common approach to tackle the EE maximization problem is to convert the non-convex problem into a sequence of convex optimization problems using the Dinkelbach's method. Another way to improve the EE in VLC networks is to harvest the energy by converting the received light intensity into a current used for transmissions. This can be implemented by equipping the receivers with solar panels.
4) Fairness:
Fairness is an important issue in VLC networks for many reasons: 1) the dramatic decrease in the VLC channel value with the distance between the transmitter and receiver makes many users unable to switch from crowded cells to uncrowded ones; 2) the small coverage stimulates designers to fully re-use the frequency in the cells, resulting in severe interference with the signal received by some users.
Fairness is commonly measured using Jain et al.'s formula [88] for a single cell or for the whole cellular system. The fairness among users in the ith cell is given by
while the fairness among users in N ap cells is given by
where N i , N ap , and N T are the number of users associated with the cell i, the number of cells, and the total number of users in the system, respectively, and R j ,i is the jth user data rate associated with the cell i.
Fairness can be achieved either by formulating the optimization problem to maximize the utility with a guarantee to achieve a proportional fairness [89] , α-proportional fairness [90] , or by adding the QoS constraints to the formulated optimization problem. The concept of the proportional fairness is to modify the objective function to imply both the system utility (e.g., sum-rate) and the fairness. If we denote x as the utility function, the generalized objective function can be written as follows:
log(x ), α = 1;
where α is a proportion factor. α = 0 means the utility is only considered and the fairness is ignored; α = 1 means that the proportional fairness is achieved, and, if α → ∞, the max-min fairness is achieved.
5) Required Illumination Constraints:
The two functions of LED, illumination and communication, are related to each other and must be studied and optimized jointly. In other words, the illumination requirements should be considered in designing the input current to the transmitter LED. This requirement implies that different constraints must be considered when optimizing the communication in VLC networks. The constraints are the peak optical power, dimming requirements, and flicker reduction.
For the peak power constraint, we should note that the input signal to the LED contains two components: the alternative signal (that contains the information), and the DC signal used to guarantee non-negative signal. The total energy emitted by the LED determines the transmitted optical power and the subsequent received signal strength, whereas the brightness is determined by the luminous intensity [35] . We denote Φ max , Φ min , and Φ avg , as the predefined minimum illumination, maximum illumination, and the average illumination over the entire area, respectively. For the office work, an illuminance between 300 to 2500 lux is required [35] .
The relation between the radiated optical power at LED and the luminous flux at the point i, which is distant from LED by d i m with incidence and radiance angles θ and ψ, respectively, can be given by [91] , [92] 
where δ is the optical to luminous flux conversion factor [92] which its value depends on the LED type; P opt is the optical power, Φ i is the luminous flux at point i, and h i is given by:
where m is the Lambertian index given in Section II-B. One additional constraint for communication is that the input DC-biased current (DC and AC currents) to the LED must be within the dynamic range of the LED to have the radiated optical power linearly proportional to the input current [93] . For instance, the practical dynamic range of the LED Vishy TSHG8200 is within [5 mW, 50 mW].
To meet the illumination requirements at all points in the floor area, the upper and lower bounds of the optical power should be set accordingly. Considering both the bounds of the LED dynamic range and the illumination limits, the optical power at the transmitting LED must be confined by
where P min,ill and P max ,ill are the minimum and maximum optical power required for achieving the corresponding illumination requirements, respectively; P min,D and P max ,D are the maximum and minimum power limits for the LED dynamic range, respectively.
The dimming control is a desirable process for the illumination purpose [94] . For power saving, LEDs can be dimmed to desired levels, using appropriate modulation schemes [43] , such as multi-pulse position modulation (M-PPM) [95] ; or variable OOK [96] .
Another purpose for the used modulation scheme is to mitigate the light intensity fluctuation to be unnoticeable by the human eyes. To guarantee the flickering is above the human eyes' fusion frequency, flickering frequency must be at least greater than 200 Hz [97] ; this can be avoided by using the Run Length Limited (RLL) codes that are used to reduce the long runs of 0s and 1s. 6) Coverage Probability: Since the LEDs in VLC can cover only a small area, and the coverage probability decreases dramatically as the distance increases, the coverage is an important issue in VLC networks and should be considered when designing the networks' parameters. The coverage probability can be defined as the probability that the received data rate for typical user is greater than or equal to a certain data rate threshold. All the geometrical parameters of the VLC channel affect the coverage probability, but we focus our discussion on those having major impacts such as the distance, optical power intensity, and the user's field-of-view (FoV). If we consider a system model consisting of multiple VLC APs and the considered user j is served only by one AP i, increasing the optical power would surely enhance the channel link from the AP i to the user j, but would increase the interference from all other APs significantly. The user's FoV plays a significant role in affecting the coverage probability, since decreasing the user's FoV leads to enhancing the VLC channel and decreasing the number of interfering APs, but we should also note that an extensive decrease in the user's FoV leads to decrease of the coverage probability. On the other hand, for a given FoV, increasing the height of the APs leads to an increase in the number of APs in the user's field of view, meaning that the number of interfering APs would increase, and the path loss from the AP i to the user would also increase. Fig. 3 represents the effect of a user's FoV on the coverage probability by showing the number of APs that can cover the area with different user's FoV. Consider an 8 × 8 × 3 m 3 room equipped with 4 × 4 VLC APs that are at ceiling level and serving users with height 0.85 m. In Fig. 3 , we use the simulation parameters provided in Table II (for the information users) to find the LoS channel (1) form all APs to each point in the room with assuming that each point is a receiver with the given FoV. We adopt only the LoS link because it is dominating in VLC and the channel is degraded more than 90 percent if the LoS link is absent [98] . Fig. 3 shows that the coverage probability increases as the user's FoV increases. It shows the number of APs that can cover each spot in the room with the given FoV. On the other hand, Fig. 4 shows that the channel quality decreases as the user's FoV increases. In Fig. 4 , we assume that we only have one AP fixed at the ceiling center and one receiver located directly under the AP with the given distance and given FoV. We also use Table II to find the LoS channel (1). Figs. 3 and 4 show that the user's FoV has a great impact on the channel quality and the coverage probability, meaning that optimizing the FoV would have a significant impact on the VLC systems.
7) The Harvested Energy: An additional function to LEDs, besides the illumination and communication, is the transfer of power, using the light intensity. When the VLC network consists of users that need to harvest the energy, the parameters should be designed to find a compromise between the three functions. The receiver can harvest the energy by equipping it with a solar panel that can convert the received modulated light signal into an electrical signal without an external power The effect of user's FoV on the channel quality with different transmitter-receiver distance, when the angels of radiance and incidence are zero. supply. Because the received current signal at the receiver contains both DC and AC currents, the DC current can be blocked and forwarded to the energy harvesting circuit. Li et al. [99] , derived the energy that can be harvested by a user from one LED as:
where f is a fill factor of approximately 0.75, I DC the received DC current, and
where V t is the thermal voltage, and I 0 the dark saturation current of the PD. If we denote the transmitted DC current by b, the received DC current can be expressed as by I DC = ρhP opt . Hence, if we have multiple LEDs, the harvested energy at the user j is given by:
where h j is the channel vector between the LEDs and the user j, and b is the DC Bias current vector at LEDs.
III. RESOURCE AND POWER CONTROL WITH AP ASSIGNMENT
In this section, we review the optimization techniques previously reported in the literature to improve the VLC network performance when the system consists of multi-users. Four main issues are considered in this type of networks, for maximizing the various objectives and achieving the various constraints discussed in Section II. These are: the user-tonetwork association (called 'access point assignment' (APS)), resource management, power allocation, and APs coordination. The joint of APA and resource allocation was identified by load balancing (LB). LB has been extensively investigated in RF networks [100] , [101] . However, the unique properties of VLC technology make the problem different, and the techniques used in RF networks cannot be directly applied to VLC networks.
Despite all the advantages of VLC systems mentioned in the Introduction, they suffer from several limitations that contribute to the degradation of the system's performance such as a small coverage area, non-LoS failure transmission, frequent handover, and inter-cell interference. This leads to unbalanced systems, with some users receiving a poor service, while others may receive a high QoS. In particular, the objects existed in rooms might block the LoS link of some intended receivers, leading to a degradation of the channel by up to 90 percent of the LoS channel [98] , and, as a consequence, a significant deterioration of the data rates for the intended users. However, these opaque objects can block the inter-cell interference coming from the adjacent VLC APs for other users. This means that the fluctuation of the received QoS at users is high and that the blockages significantly affect the system fairness and the balance of the systems. Another cause for unbalanced VLC systems is the handover. For the reason that the coverage area of LEDs is small, the mobile users would suffer from wasting resources by sending and transmitting the overhead of the required handover. Fig. 5 shows how the handover is an important issue in VLC systems. As observed in the figure, the small coverage area of the LEDs in VLC networks leads to a decrease in the throughput of both the system and the mobile users due to the overhead generated by such handovers [102] [103] [104] . However, by dividing the time into sufficiently short periods, we can have quasi-static periods known as 'states'. The handover consumes time, on average from 30 ms to 300 ms [105] . Another issue due to the small coverage area is the fact that the crowded static users cannot be distributed to the deployed cells, resulting all or most of them will be connected to one cell. This causes some APs to be overloaded, and consequently leads to a poor service for the connected users, while the other APs are unloaded or have a lower number of users. The bright side of the VLC's small coverage area is the fact that the whole bandwidth can be fully re-used in all cells, which improves the spectral efficiency of the overall system [106] . However, re-using the full frequency in cells generates inter-cell interference, to some extent. Intercell interference can be accepted for the sake of improving the system's spectral efficiency. On the other hand, the services received by the users located at the edges of the cells would be affected by this inter-cell interference. To summarize, because of these issues, the users located at the edges of cells, blocked by objects, in motion, or connected to overloaded APs can not receive a good QoS like the other users. This significantly deteriorates both the performance and fairness of the VLC systems.
A. Optimizing Hybrid VLC/RF Networks
One of the most common solutions to the aforementioned VLC issues is to supplement the standalone VLC networks with RF networks. Compared to VLC networks, RF networks are known for their ubiquitous presence (high coverage area) and proper operation in non-LoS environments. In addition, the devices connected to RF networks do not suffer from VLC interference and vice-versa [107] . Therefore, adding one or more RF APs to VLC networks mitigates the LoS blockages, handover overhead, and inter-cell interference. However, a problem remains: finding a compromise between the high coverage area RF networks and the high capacity VLC networks. In other words, how to distribute the users among the APs (either RF or VLC) to improve the overall system's performance with an acceptable fairness of the system. The main idea is to associate the users who suffer from interference, handover overhead, and blockages to the RF AP(s) and keep the other users connected to the VLC networks. As shown in Fig. 3 , when the users' FoV is 30 • , the problem in VLC networks is the coverage, whereas, if the users' FoV is greater than or equal to 40 • , the problem is the interference. In Figs. 6 and 7, we show how adding one RF AP to the VLC network can enhance the sum rate and system's fairness, respectively. We consider the same system model considered in Fig. 3 (the same number of APs and room dimensions). We also assume that the users are distributed uniformly in the floor with height 0.85 m. Each result point is averaged over 150 different users' distributions in the room. The RF AP is assumed to be located at the ceiling center of the room and the RF channel is modeled as in [108] . In these figures, we associate the uncovered users (when FoV = 30 • ) and the interfered users (when FoV = 40 • ) to the RF AP, while keeping the other users connected to the VLC network (each user is connected to the closest VLC AP). It can be seen from these figures that the system sum rate and fairness are improved significantly by adding one RF AP when the users' FoV is 30 • or 40 • .
Several techniques have been proposed to balance the load and tackle these issues by an efficient user distribution among VLC/RF APs [85] , [102] [103] [104] , [108] [109] [110] [111] [112] [113] [114] [115] [116] [117] [118] [119] [120] . LB consists of two missions: the APs' assignment (APA) and allocating the resources, whether this resource is a time slot in TDMA schemes or a sub-carrier in OFDMA schemes. Specifically, Stefan and Haas [109] started to study the APA by distributing the users between one RF AP and one VLC AP. Some of the users were associated to the VLC AP to alleviate the load of the RF AP, and the infeasible VLC connections were transferred to the RF AP. In [110] , by having multiple VLC and RF APs, the advantages of combining RF and VLC networks were investigated, and it was proposing that users can be distributed dynamically, on both the VLC and RF networks, based on the users' channel condition. Users can then migrate to the AP offering higher data rates. The APA was implemented in [110] under the assumption that the resources are allocated fairly among users. It was concluded that the hybrid VLC/RF networks improved the performance significantly, compared to the VLC or RF standalone networks. Wang et al. [104] proposed to first associate the users to the VLC network, and then, to re-allocate the users receiving a lower data rate than a predefined threshold to RF APs. Li et al. [111] formulated a centralized and distributed optimization problem for user association to the APs (whether this AP is VLC or RF AP) with allocating the resources jointly among users. The centralized optimization problem, with considering the proportional fairness [121] , was formulated as a mixed-integer non-linear programming (MINLP), which is highly complex. Hence, a distributed algorithm was also proposed with lower complexity compared to the centralized algorithm.
To decrease the number of handovers, Wang and Haas [102] proposed a dynamic LB scheme in which the quasi-static users are connected to VLC APs, and the moving users are connected to the RF AP. Wang et al. [112] and Wu et al. [113] upgraded the formulated optimization problem in [111] to consider the handover in the dynamic systems. With considering the handover overhead and α-proportional fairness, Wang et al. [112] formulated and proposed two solutions for two optimization problems, i.e., the joint APA and resource allocation problem (JOA), and the separate APA and resource allocation (SOA). They compared the two approaches in terms of performance and complexity. The former approach was found to achieve a better QoS for the users, but with a significant higher complexity, up to 1000 times greater, than the later. In a separate study [113] , instead of assigning the users to a specific AP, Wu et al. formulated the problem by considering the handover as a hierarchal assignment to first assign the network (either RF or VLC) to each user, and then select the appropriate AP, in the assigned network, for each user. Because the problem formulated in [111] is for static systems, those presented in [112] and [113] provide a significant improvement in the system performance for dynamic systems.
Instead of considering the handover with LB, Wu and Haas [114] considered the LoS VLC channel blockages in the formulated optimization problem. They modified the formulated optimization problem to accommodate the LoS VLC channel blockages. The main idea is that, the users that suffer from a high occurrence rate of channel blockages should travel to the RF networks, whereas the users that do not suffer from blockages, or the ones that suffer from a low rate of blockages (to avoid the effect of handover overhead), should stay in the LiFi networks.
To avoid the complexity of solving these optimization problems, fuzzy logic-based approaches were proposed for balancing the load in VLC networks [108] , [115] , and [116] . Wu et al. [108] , [115] proposed two-stage assignment process for the users in one RF AP and multiple VLC APs. They first decided which users should be connected to the RF AP, then they distributed the remaining users to the VLC APs, regardless of the presence of the RF AP and its connected users. In the fuzzy logic approach, the user j scores the APs, based on its offered throughput, SNR, inter-cell interference from the adjacent APs, and activity of the adjacent VLC APs, then decides whether to connect to the RF AP or to the VLC network, based on the resulting score. Similarly, Wang et al. [116] used this approach to handle the handover in a dynamic hybrid VLC/RF system model. In their scheme, they considered several parameters as an input to the fuzzy logic approach: the instantaneous and average CSI, user speed, and the minimum required data rate at users.
Wang et al. [85] used another approach called the 'evolutionary game theory' (EGT), to solve the joint LB and resource allocation problem. Some practical issues were considered in their study, including the receiver's orientation angle, LoS blockage in RF and VLC APs, and the diversity in the users' data requirements. In addition, the channel of LiFi was characterized with considering these practical factors. Wang and Haas [117] studied and compared the common approaches used for balancing the load in the hybrid VLC/RF networks which are: 1) optimization based algorithms, 2) evolutional game theory, 3) fuzzy logic based algorithms. They showed that, for the dynamic systems when the handover is considered besides the AP assignment and the resource allocation, the fuzzy-logic-based algorithms outperformed the other approaches, whereas for the static systems, the optimizationbased algorithms are the best, with a slight improvement over the simpler EGT approach.
Wang et al. [118] used a different approach for assigning the APs in the dynamic systems, using bandit theory with considering the accumulated reward gap function as a performance metric. Their idea was to consider the learning aided AP assignment that enables the system to adjust the AP selection probability depending on the learning historical reward information and the environmental information. Li et al. [103] distributed users to the APs by applying the matching theory, as the users were mapped to be students and the APs were mapped to be collages. Then, taking into account the preferences (i.e., system throughput, users' moving directions, and fairness index), students (users) would decide which collage (AP) is the best for them to maximize their preferences, in return, collages accept the maximum number of applicants to maximize their preferences, while rejecting the others. The rejected students would go to their second preferable collage (AP), and so on.
In a different way, we proposed new algorithms for joint APA and power allocation aiming to improve both the system capacity and fairness [119] , [120] . Because the assignment of APs, power allocation, and determination of the exact interference information are interlinked problems, iterative algorithms were proposed to efficiently jointly distribute the users to APs, and to distribute the powers of the APs to the users.
Some studies focused on allocating the resources, rather than APA [122] [123] [124] [125] [126] . These methods are appropriate for the quasi-static systems and when the LoS blockages are not present. Jin et al. [122] considered both the multi-homing and multi-mode mechanisms and they formulated for each mechanism an optimization problem to allocate the resources for maximizing the effective capacity by satisfying the statistical delay target. In the multi-homing mechanism, users can gather the information from the VLC and RF APs at the same time, whereas in a multi-mode mechanism, users can be connected to one type of networks only. Unlike the multihoming mechanism, the centralized formulated optimization problem for multi-mode mechanism needs to select the AP for each user; therefore, a computationally intractable approach was considered in [122] , and a distributed suboptimal method was proposed. They showed that, by tightening delay requirements, the multi-homing mechanism provides a much better performance. In [123] , for multi-users with multiple VLC APs and one RF AP, authors studied the problem of maximizing the EE under maximum power constraints on both RF and VLC APs, and under QoS constraints, when the multi-homing mechanism was applied. Kashef et al. [124] expanded on the work presented in [123] and [125] , and jointly allocated the power and bandwidth to the users, but in only one VLC and one RF AP. Both [123] and [124] used Dinkelbach method to convert the nonconvex problem to a sequence of convex problems, then used the sub-gradient method to solve those convex problems. By assuming that a multi-homing mechanism is available to users, there is no need to balance the load by efficiently distributing the users between the RF and VLC APs. In [126] , a system consisting of a cascaded powerline-communication (PLC)/VLC link, along with a RF link was optimized, meaning that the total transmitted power under QoS constraints was minimized. The formulated optimization problem was shown to be a convex problem that could be solved efficiently. Zhang et al. [127] formulated a power and sub-channel allocation optimization problem for energyefficient software-defined VLC/RF network, when the users have the multi-homing capability. The optimization problem considered the backhaul constraints, QoS requirements, and the inter-cell interference constraints. With the help of the software-defined controller, the resource allocation strategy can be requested as an application from the application layer, then through the software-defined controller, the requested strategy can be implemented in the APs in the physical layer. Because the objective function is the nonconvex EE function, the Dinckelbach approach was also used to convert the problem into a serial of convex optimization problems.
In [128] , a comparison between the performance of the standalone VLC networks with that obtained from augmenting RF APs to the VLC network (in terms of outage probability) was provided. Specifically, authors quantified the minimum required RF resources (bandwidth and power) for the VLC networks to achieve a predefined (per user) rate outage performance. Tabassum and Hossain [129] used the stochastic geometry to analyze the coverage and the rate of a typical user and compared the results in four types of networks: RF-only, VLC-only, opportunistic RF/VLC (either the user connected to RF or VLC), and the hybrid RF/VLC (the user can gain the resources from both the RF and VLC APs) networks. Based on several parameters including the FoV receiver, number of interfering LEDs, distribution of the interference, association and coverage probability, and the average rate of the typical users, they found closed-form solutions to distribute the users among the VLC and RF APs. By imposing the QoS constraints based on the data link metrics, i.e., the limits on the buffer overflow and buffering delay probabilities, Hammouda et al. [130] showed that the VLC links offered queuing delays lower than RF links when the data arrival rates at the transmitter buffer were low; however, the RF links supported the higher data arrival rates.
B. Optimizing Multi-User SISO VLC Networks
As previously shown in III-A, the most common solution for handover, LoS blockages, coverage, and the inter-cell interference is to support the VLC network by a RF network. However, some studies reported in the literature focused on the LB in standalone VLC networks.
In [38] , with the help of a central controller, and by considering the arbitrary receiver orientation, Soltani et al. proposed an approach for APA to users, based on the strength of the received signal and the traffic of the APs, aimed at maximizing the system's throughput. Briefly, when a coming user wants to join an established network, the central controller calculates all the offered data rates from all APs and enables the user to select the best AP. Wu et al. [131] jointly allocated time resources to the users and assigned APs to the users. They conceived the problem as a bidirectional allocation game, since the aim of APs is to select the only users that maximize the system throughput, and the users want to select APs providing better QoS. By considering mobile users in standalone VLC networks, Zhang et al. [132] proposed a novel user-to-AP assignment based on anticipating the future users' locations and their traffic dynamics, and find a trade-off between the delay and the throughput in the dynamic VLC systems. Jiang et al. [133] studied and formulated the joint power allocation and LB problems. By considering a proportional fairness [121] , the formulated optimization problem was found an intractable nonconvex. Thus, a suboptimal solution was proposed to optimize both the power and the time fraction in an alternating fashion.
Another factor that can be used to enhance the performance of VLC networks is the arrangement of APs, in which APs are placed and selected in the most appropriate way to improve both the illumination and communication. Chen et al. [134] investigated the effects of the cell size and network deployment on the performance of VLC systems by measuring the signal-to-noise and interference ratio (SINR) distributions, outage probabilities, and data rates. They concluded that the hexagonal cell deployment achieved the best performance, whereas the random cell deployment exhibited the worst performance. In addition, they demonstrated that the multipath effect was much less prominent than the effect of the cochannel interference because of the PD's size compared to the light wavelength. They also compared the performance of the VLC with the RF and mmWave indoor networks and showed the superiority, in general, of the VLC systems.
The aforementioned papers optimized the VLC networks based on a TDMA scheme. In [135] and [136] , the resources in an OFDMA scheme were allocated to maximize the throughput in the downlink LiFi networks. Ling et al. [136] first showed that the problem of allocating the DC bias, the power, and the subcarriers is a coupled problem, and then proposed several algorithms, to compromise between the performance and complexity, starting by proposing an algorithm for allocating the DC bias only, two algorithms for allocating the power and subcarrier jointly, and finally two algorithms to jointly optimize the DC bias, power, and subcarrier. In [135] , unlike [136] which considered the subcarriers, authors focused on allocating the time-frequency blocks to increase the flexibility in resource allocation. When allocating the subcarriers, channel responses should be considered, taking into account the fact that the channel quality in the low frequencies is better than that in channels at high frequencies [134] . Because the channel quality depends on the frequency, a careful allocation of the subcarriers (taking the channel into account) leads to a more efficient resource allocation in OFDMA more than that in TDMA.
IV. COORDINATED TRANSMISSION AND MIMO VLC SYSTEMS
In this section, we review the references that utilized APs cooperation and MIMO techniques to improve the VLC networks. The APs in VLC networks can work together to beamform the transmitted signals, remove or mitigate interference, improve the space diversity gain, increase coverage, decrease the handover overhead, and decrease the received SNR fluctuations. A coordinated multi-point (CoMP) transmission technique can be implemented by connecting multiple APs through backbone networks so that they can cooperate to design their transmitted signals. Therefore, the joint transmission (JT) can be implemented between the coordinated transmitters to form one cell.
Li et al. [111] studied how the APs should cooperate to mitigate the interference with balancing the load. For managing interference in the N APs and N users system model, the APs in the proposed system in [137] , were designed to organize themselves into a cooperative coalition based on the game theory coalition formation. Chen et al. [138] adopted the joint transmission scheme to alleviate the effect of the co-channel interference and to improve the system throughput and the quality of the received signal. In addition to the co-channel interference, the impact of blockages on users can be mitigated using the CoMP joint transmission scheme [139] . Chen and Haas [139] proposed an approach that assigns multiple transmitters to each user, with proportional fairness. Serving a user by multiple LEDs transmitters significantly mitigates the rate of blockages and the handover overhead.
To decrease the backbone traffic and decrease the amount of the exchanged information, Kashef et al. [140] coordinated the various transmitters to control interference by either partitioning the resources among transmitters, or by controlling the transmitted power. Partitioning the resources between transmitters decreases the spectral efficiency significantly, even though the inter-cell interference is eliminated [140] . Hence, in [98] and [141] , fractional frequency reuse (FFR) was used to trade-off the spectral efficiency for the inter-cell interference, whereas Sun et al. [142] designed the signal for VLC system to trade-off between the interference and the spectral efficiency by imposing time superposition reuse in two neighboring cells, then they proposed an optimal power allocation strategy for this signal design approach. Ma et al. [143] exploited the spatial domain and coordinated the transmission to mitigate interference in a multi-cell MU-MISO VLC system, by considering the backbone limited capacity.
Equipping receivers with multiple PDs is an efficient way to improve the received data rate, increase the coverage probability, support mobility, and mitigate the blockages effect. Burton et al. [144] proposed a receiver which is equipped with L PDs, where each one is directed to a different viewing angle and the one with the strongest signal is selected to improve the coverage, decrease the effect of blockage, and support the mobility. Nuwanpriya et al. [145] proposed designs for the angle diversity receivers and optimized the angles of PDs orientations for improving the spatial diversity order. Chen et al. [146] proposed techniques to improve the VLC coverage with the aid of an imaging angle diversity receivers. Using angle diversity receivers, Chen et al. [147] investigated different combining schemes to mitigate the intercell interference. Park et al. [148] designed a mirror diversity receiver that blocks the received light from one direction and strengthens the channel from the other direction, which helps in decreasing the channel matrix correlation.
Because only the non-negative real-valued signals can be transmitted in VLC systems, precoding techniques proposed in literature to CoMP and MIMO VLC networks are different from these investigated in RF networks. Zero-forcing and dirty parity coding were investigated and compared in multiuser multiple-input-single-output (MU-MISO) VLC systems in [149] for maximizing the SINR, whereas zero-forcingbased precoding scheme was proposed in [150] [151] [152] for minimizing the mean square error. Shen et al. [153] also used the zero-forcing a precoding approach for maximizing the achievable data rate, whereas Pham et al. [154] proposed a generalized-inverse-based zero-forcing scheme to maximize the max-min fairness and system sum rate.
For the precoding schemes in multi-user-MIMO (MU-MIMO) VLC systems, the block diagonalization approach was proposed in [155] to remove interference. Pham et al. [156] used the same precoding approach when considering the non-negativity constraint on the input signal. The Tomlinson-Harashima precoding approach was proposed by Chen et al. [157] ; the authors showed it outperforms the block diagonalization approach in terms of BER. A robust linear precoding and receiver design for maximizing the minimum SINR was proposed in [158] . Marshoud et al. [159] showed that the dirty paper coding performed better than the linear precoding approaches when the users' CSI are known, whereas the linear precoding approaches are better when only an imperfect users' CSI is available. To mitigate the effects of the indoor VLC channel correlation, Wang et al. [41] calculated a precoding matrix for each subcarrier in a MIMO-MU-OFDM VLC system by exploiting the phase differences, after transforming them to a frequency domain of different links. The precoding matrix was designed to eliminate the inter-user interference. Cai et al. [160] proposed algorithms of PD selection in imaging receivers to mitigate the channel correlation and decrease the BER in a MU-MIMO-OFDM VLC system. By exploiting the knowledge of the transmitted symbols, Marshoud et al. [161] proposed an adaptive precoding scheme to only eliminate the destructive interference and correlate the constructive interference. Designing the precoding matrix to correlate the constructive interference provides a significant improvement, in terms of BER, compared to the zero-forcing precoding approach [161] .
Space division multiple access (SDMA) has been proposed in VLC networks to mitigate effects of interference and to improve the spectral efficiency [164] [165] [166] , [168] , [169] . In the SDMA scheme, multiple LEDs are designed to generate spatially separated beams that are directed to various users. Kin and Lee [168] showed experimentally that the SDMA efficiently can improve the amplitude of the received signal. Yin et al. [169] proposed a low complexity algorithm (compared to the exhaustive search algorithm) named 'random pairing algorithm' for grouping the users into multiple SDMA groups in order to obtain a better area spectral efficiency under users' fairness constraints. Each user group is served by multiple coordinating APs when applying the zero-forcing precoding method to eliminate the inter-cell interference. Chen et al. [164] and [165] proposed the use of angle diversity transmitters to increase the bandwidth and mitigate the interference. The authors estimated the performance of a SDMA-VLC system by deriving the analytical upper and lower bounds of the average spectral efficiency. When the number of LEDs is much larger than the number of users, where multiple LEDs can serve one user, and using the angle diversity transmitters proposed in [165] , Eroglu et al. [166] addressed the problem of properly assigning multiple LEDs for each user. A power allocation algorithm was also proposed to improve the sum rate and the system's fairness.
The user-centric (UC) design is the most appropriate approach for forming the cells when the number of APs is higher than the number of users. Zhang et al. [170] investigated the user centric design for VLC, for which the cells' structures are not with regular shape. First, the users were clustered to multiple clusters, then the APs were distributed to the clustered users. Li et al. [171] used the UC design to improve the system fairness by proposing algorithms aimed at scheduling users and maximizing the sum utility of the system. In [91] , in addition to forming the cells and associating the APs, the powers were allocated to the clustered users to maximize the EE. Li et al. [172] used these techniques of cell formation and power allocation to design energy-efficient scalable video streaming with considering an adaptive modulation mode assignment. The common clustering approach used in [91] , [171] , and [172] is the edge distance clustering. After the users are clustered, the APs are assigned to the clustered users, using an anchoring AP association approach. Finally, the power at the APs is allocated to the associated users to maximize the EE.
Obeed et al. [163] , [173] showed that the procedures user clustering, AP association, and power allocation are joint problems, when the EE maximization is the target. Hence, they proposed a novel user clustering method to maximize the separation between clusters and help in reduce the inter-cell interference. They then proposed a joint power allocation and AP association to maximize the EE. Table III summarizes the optimization techniques, which were proposed in literature to minimize the effect of VLC disadvantages and reviewed in Sections III and IV. In Table III , we outline the solutions for the VLC disadvantages in hybrid RF/VLC networks and standalone VLC networks.
V. NOMA IN VLC
In this section, we introduce NOMA, a new technology nominated for the fifth generation (5G) wireless networks aimed at increase the throughput, decrease the latency, and improve the fairness and connectivity. The rational behind NOMA is the use of a single resource component by multiple users, whether this component is a sub-carrier, a time slot, or a spreading code. With this basic concept, different types of NOMAs, such as the power domain NOMA (PD-NOMA), pattern division multiple access (PDMA), sparse code multiple access (SCMA), were presented as good candidates for the 5G multiple access technique. More details on NOMA in traditional RF networks are provided in [174] and [175] .
In VLC networks, researchers are interested only in power domain NOMA (PD-NOMA). The goal of PD-NOMA is to set different power levels for different users. For instance, for two users served by the same base station (BS), and using the same OFDM subcarriers, the BS assigns a high power to the user with poor channel and a low power for the user with a better channel. In other words, assuming that h 1 > h 2 , where h i is the channel of the i th user, the BS transmits the signal of User 2 with higher power. User 2 decodes the received signal and treats User 1's signal as noise, whereas User 1 first decodes the signal of User 2, and then removes it from the received signal, after that it decodes its own signal. To generalize this idea, we assume that we have N users served by the same BS, and first categorize them based on their channel gains as h 1 ≤ h 2 ≤ .... ≤ h N . When using the NOMA technique, the BS transmits the signal of all users using same carrier, and the received signal, at the k th user, can be expressed as follows:
where α j is the power coefficient of the user j, s j is the information signal of the user j, and n k is the additive white Gaussian noise. According to NOMA, users with a lower channel gain will have a higher power, meaning that 
Then, the successive interference cancellation is implemented to decode the signals received by the users. In other words, User N must decode all the signals of all users to have its own signal, and User N − i has to decode N − i signals to obtain its intended signal. It is clear that, as the number of users increases, the complexity of decoding the signal is increased. In addition, the residual interference coming from inaccurate channel estimation increases with the number of users. Implementing the NOMA in VLC networks requires considering the unique properties of VLC networks such as the limited bandwidth of LEDs, the maximum transmit power that is restricted by the illumination requirements, the blockages that make the channel between the transmitter and receiver Fig. 8 . The impact of increasing the distance of the weak user with achieving the fairness constraint that both users receive equal data rate, when FoV = 40, incidence angle = 0, and irradiance angle = 0. Fig. 9 . Shifting the weak user in the X coordinate where the incidence and irradiance angles changes accordingly, the strong user located at (0,0) coordinate, FoV = 40. close to zero, and the dramatic deterioration in the channel, as the distance increases. In addition, the channel value can be controlled by changing the FoV of the receivers or the semi-angles of the transmitters (if they are tunable), and these two factors can be selected to improve the performance of NOMA-VLC networks. Because the PD-NOMA scheme is based on successive interference cancellation (SIC), NOMA-VLC networks require all users' CSIs to be available, which is the case in VLC. It was also shown that the NOMA scheme performance is enhanced as the SNR increases [181] , which is the case of VLC link. These features offered by NOMA-VLC networks led many researchers to investigate these networks and find out how the NOMA outperforms OMA schemes in VLC systems.
In Figs. 8 and 9 , we consider a system model consisting of one VLC AP fixed in the ceiling and two users in the floor. We assume that one user is located directly under the VLC AP with 2 m distance which is considered the strong user. Figs. 8 and 9 present simulation of how the NOMA outperforms OMA in VLC networks, when only the distance of the weak user increases (Fig. 8 ) and when the distance, incidence, and irradiance angles change ( Fig. 9 ). 'Strong' and 'weak' users mean the user with the best channel and the user with the worst channel, respectively. Kizilirmak et al. [182] and Lin et al. [183] showed the superiority of NOMA over OFDMA, in VLC systems, with respect to sum rate and BER performance, respectively. In order to allocate the power that maximizes the sum rate, Shen et al. [184] optimized the NOMA-VLC downlink for a two-user and one AP system, with satisfying certain QoS constraints.
In [176] [177] [178] , [180] , [185] , authors evaluated the performance of the NOMA-VLC for one VLC AP and multiple users. Yin et al. [177] , [185] presented distribution functions for the uniformly distributed users, then evaluated the NOMA-VLC system by comparing it to OMA-VLC system in two case scenarios: 1) when each user has a data rate target, and 2) when the data rates of all users are assigned opportunistically according to their channels. By considering the proportional fairness [121] , Yang et al. [178] showed that the formulated problem was of non-convex type, but could be converted to a convex problem that could be solved using a dual decomposition method. Yapici and Guvenc [180] evaluated and compared the NOMA and OMA schemes, when the users change their locations and their vertical orientation. Instead of reporting the full CSI that increases the computational complexity, they used limited-feedback schemes to categorize users based on their mean vertical angle and mean distance, and this might be most appropriate to simplify the implementation.
For multiple APs, Marshoud et al. [176] studied NOMA-VLC networks when the network consisting of two VLC APs and three users. They proposed a gain ration power allocation (GRPA) approach to allocate power to the various users, and compare it with the static power allocation approach; assuming that the users' movement is assumed to follow random walk model. In the GRPA approach, the power for the user k is assigned to be P k = ( h 1 h k ) k P k −1 . Assuming the users' FoV and the transmission angels of LEDs are tunable provides a potential to improve the performance significantly. For multicell VLC networks, under the assumption that the frequency reuse FR = 2, the users in [179] were grouped based on the received interference. If any user suffered from interference, they were given a special resource blocks, and NOMA was implemented for the remaining users. For the users sharing the same resource block, the authors formulated optimization problems to allocate the power, under QoS constraints, and provided solutions to the formulated problems.
NOMA has been also used in MIMO VLC systems [186] , [187] . Lin et al. [186] experimentally investigated a system with single carrier mode of transmission, using the frequency domain SIC, but without considering the power allocation problem. Chen et al. [187] proposed a power allocation algorithm (called normalized gain difference power allocation (NGDP) approach) aimed at reducing the complexity and increasing the efficiency of 2x2 MIMO-NOMA-VLC systems with multiple users. In their study, they classified the users using the sum of the channel gains for each user, with respect to each LED. In the proposed power allocation method, the power allocated to the user k and user k + 1 in the ith LED are related:
h 1i,1 +h 2i,1 ) k P 2i,k +1 , where h ji,k is the channel between the ith LED and the jth PD of the kth user.
For the uplink VLC systems, Guan et al. [188] , [189] introduced a phase pre-distortion method to decrease the uplink error rate performance in NOMA-VLC systems. Since in [188] , Guan et al. used the SIC to decode the signals, whereas in [189] , a joint detection method was used to improve the system performance. Table IV summarizes the works conducted in NOMA-VLC systems by presenting the studied system models, the main objective, and the techniques used to achieve the established objectives.
VI. ENERGY HARVESTING IN VLC SYSTEMS
Much attention has recently been paid to energy-harvesting techniques at user-equipment devices, either from exploiting the surrounding environment, or by transferring wireless power. Energy harvesting is the capability of converting the radio frequency (RF) signals or light intensity into electrical voltage/current. With the advent of the era of the IoT, the demand for transferring the power and enabling IoT devices to harvest energy using light or RF transmission is increasing, especially in indoor applications where smart buildings, health monitoring, and sensors devices applications become abundant. Extensive work has been done to design, evaluate, and optimize simultaneous wireless information and power transfer in RF networks [190] , [191] . Work on harvesting the energy and transmitting the information using the light is scarce, as it is still in its early stage. Different from harvesting the energy in the RF networks, the energy can be harvested using the DC component that is transmitted along with the information signal to ensure the non-negativity of signals. This DC component can be easily separated from the modulated signal using capacitor and goes to the energy harvesting circuit. Since the recent solar cell panels can provide more than 40% conversion efficiency [192] , a new trend has emerged in the research community for using solar cells at the receivers to detect information signal and harvest energy.
Investigating the harvesting of energy in VLC systems has been a timely topic of interest [99] , [193] [194] [195] [196] [197] [198] [199] . A few papers recently published proposed to investigate systems that use the light to jointly transfer power, meet illumination requirements, and transmit data. Li et al. [99] experimentally harvested the solar energy with mobile phone by equipping it with a commercial solar panel in an indoor environment. They showed that the devices directly exposed to the indoor light could be charged to a satisfactory level. In Fig. 10 , we conduct a simulation to show the amount of the possible energy, which can be harvested by a user, over the surface of an 8 × 8 room with 16 VLC APs. In these figures, we consider the same system model that was considered in Fig. 3 with energy harvesting users that are equipped with solar cells. Equations (1) and (18) with the given simulation parameters in Table II are used to find the received harvested energy at each point in the floor area. As observed in this figure, the user's FoV has an impact on the harvested energy because it affects the channel quality and the system coverage.
Fakidis et al. [193] investigated the concept of indoor optical wireless power transfer to solar cells during darkness hours. By using laser diodes and a solar panel, they measured the power efficiency and showed an improvement over the inductive power transfer systems, of approximately 2.7 times. By using 42 laser diodes, they claimed to deliver 7.2 W of optical power to a solar panel 30 m distant from the diodes. [203] studied how much artificial indoor light could deliver an amount of energy, using different types of receiving cells.
In [194] and [195] , a dual-hop hybrid VLC/RF communication system was studied as a means to reach out to the out-of-the-coverage user. The authors showed that visible light could be used, in the first hop, to transfer both data information and energy to the relay. The relay, could then forward the data to the destination, using the harvested energy. Li et al. [196] and Abdelhady et al. [197] maximized the sum-rate utility of a VLC system consisting of one AP and K users, subject to individual QoS constraints. Li et al. [196] assumed that a user k can receive the information in their assigned time slot, and the power within the time slots assigned to other users. In [197] , on the other hand, Abdelhady et al. proposed solving the problem by allocating the optical intensity and time slots, using an upper bound on the individual required harvested energy. Pan et al. [198] characterized the outage performance of a hybrid VLC-RF system, where the visible light is used for the downlink to transfer the energy and data to the users, who then use the harvested energy to transmit a RF signal in the uplink.
All the studies mentioned above use the alternating current (AC) component for harvesting the energy, where the DC component of the transmitted light is fixed and readily used to harvest energy [34] . Wang et al. [34] designed an optical wireless receiver using a solar panel and enabled it to receive information and harvest energy simultaneously. Because the received current signal contains both DC-current and the AC-current components, Pan et al. [34] suggested to attenuate the AC current, using an inductor to remove the ripples from the DC-current that is forwarded to energy harvesting branch, and to block the DC-current, using a capacitor, to obtain only an AC-current in the communication circuit. Sandalidis et al. [200] investigated the three functions of the LED lamp, i.e., the illumination, communication, and the energy harvesting, on a system consisting of a desk LED close to the receiver equipped with a solar cell. The authors divided the received optical power between the information signal and the harvested energy, using a splitter.
Diamantoulakis et al. [199] studied the lightwave information and power transfer for a system consisting of one transmitter and one receiver. They provided the two following protocols to maximize the harvested energy at the receiver, under data rate constraint: 1) Splitting the time into two portions, one dedicated to maximize the user's SINR, and the second assigned purely to maximize the harvested energy by maximizing the DC component, 2) Optimization of the DC bias, in phase 1, to maximize the harvested energy under QoS constraints, with phase 2 assigned only to harvesting the energy. However, optimizing the DC bias for the whole time is more general, and there is no need to split the time between harvesting the energy and transmitting the data. In addition, the formulated problem would be more challenging if there were multiple receivers, since the fairness, in terms of data rate and harvested energy, is required. Hence, Obeed et al. [201] studied the simultaneous information and power transfer in MISO multi-user VLC system, where some users are interested only in gathering information and the others users interested in harvesting energy. The problem of maximizing the total harvested energy under QoS constraints was formulated as a non-convex problem, and hence, a special iterative algorithm was used to solve the formulated problem.
Table V summarizes the studied system models and techniques used for harvesting the energy in VLC systems.
VII. SECURING VLC SYSTEMS
Traditionally, the mission of the physical layer researchers and designers is to provide a reliable signal transmission to the relevant receivers, while the mission of securing and protecting the transmitted information is usually assigned to the upper layers of the networks [204] . However, with the spreading of the broadcast-nature networks and with the seeking for higher data rates, researchers have found with new techniques to build secure communication networks, using the physical layer.
The physical layer security (PLS) deals with how to exploit the randomness of noise, channels, and different resources, such as multi-antenna and cooperative nodes, to minimize the information that can be extracted by the eavesdropper [205] , [206] . The secrecy capacity was introduced by Wyner [207] as a metric to measure the security performance; it has been defined as the largest data rate that can be acquired at the authorized receiver, with having the eavesdropper completely unaware of the transmitted information.
To have a precise quantification of the security, the eavesdroppers are considered knowing the network parameters and have a sufficient computational capability.
In this section, we review the work that has been performed on the PLS, in VLC networks. For the PLS in RF systems, readers can refer to [208] and [209] .
As mentioned in the Introduction Section VLC networks are more secure than RF networks because the light is blocked by any opaque objects. Nevertheless, securing VLC networks is required, specifically in public areas where the emitted light can be receive by multiple receivers. In these public areas, possible eavesdroppers may be existed and trying to attain confidential information [210] .
Many existing studies addressed the PLS in VLC systems, and different mechanisms were proposed to investigate and improve the secure communications. The proposed techniques generally depend on different network parameters, such as the availability of the eavesdroppers' CSI, the number of LEDs equipped with transmitters, the number of the legitimate users and eavesdroppers. These techniques use a zero-forcing precoding approach that eliminates the transmitted information to eavesdroppers; they may use artificial noise or jamming aimed at confusing eavesdroppers, they build a protected zones using angle diversity transmitters, optimizing the input distribution, characterizing the security in VLC systems using the stochastic geometry. The artificial noise and signal modification are possible in real-world VLC applications, but the MAC layer cannot provide sufficient protection against eavesdropping [211] .
Mostafa and Lampe [212] started investigating the PLS in MISO-VLC channel with one eavesdropper and one authorized user. When the CSI of the eavesdropper is available, the zero-forcing precoding approach is applied, but if the CSI is unknown, the transmitter divides its own optical power into two portions, a one used for the information-bearing signal and the other used for emitting jamming signals to confuse eavesdroppers without affecting legitimate receiver. It is important to note that the zero-forcing preceding approach can be implemented when the number of LEDs transmitters is larger than the number of eavesdroppers. Similarly, the jamming signals can be eliminated, at the legitimate users, when the number of users is lower than the number of LEDs jammers.
Instead of dividing the power between information and jamming signals, Mostafa and Lampe [76] assigned one LED for transmitting data and assigned all the others to transmit jamming signals. To eliminate the jamming signal at the legitimate receiver, different LED jammers coordinate their transmitted signals to be eliminated at the legitimate receiver. Chow et al. [213] devoted some LEDs to transmit the information and keeping the others for emitting an intrusion signal and shape a protected zone where potential eavesdroppers receive degraded signals.
Mostafa and Lampe [81] solved two optimization problems to find the optimal beamforming vector at LEDs, when CSI of the eavesdropper is known and when the transmitter has a limited information about the location of the eavesdropper. For amplitude-constrained wiretap channels, the secrecy rate maximization problem was formulated as a non-convex optimization problem when the CSI of the eavesdropper is known [214] . When the CSI of the legitimate user is limited, and the CSI of the eavesdropper is not available, the authors estimated the eavesdropper channel by deriving the uncertainty sets that reflect the inaccurate knowledge of the eavesdropper location, orientation, LEDs half angle, and non-LoS components. In [215] , a joint beamforming and jamming approach was proposed and optimized to improve the PLS for one legitimate user with multiple eavesdroppers in the MISO-VLC system. Two vectors were optimized jointly: the beamforming vector that is multiplied by the legitimate information, and the jamming precoding vector that is multiplied by the jamming signal, in order to maximize the SNR of the legitimate user, under SNR constraints for both perfect and imperfect CSIs at the transmitter.
In [216] and [217] , Pham and Pham investigated ways of transmitting confidential messages to two different legitimate users, in a MISO-VLC system, while keeping the messages confidential from each other (as well as the eavesdropper). The zero-forcing precoding approach was applied to guarantee the confidentiality among users. Arfaoui et al. [218] proposed a new precoding scheme to send N confidential messages to N destinations. This precoding scheme is based on finding the precoding matrix from the eigenvectors associated with largest eigenvalues of the different N VLC-MISO channels. Mostafa and Lampe [78] studied the PLS in a system consisting of massive low-intensity LEDs, distributed uniformly in the ceiling, multiple legitimate receivers, and multiple eavesdroppers with limited CSI. After defining the insecurity zone around the legitimate receivers, they designed the beamformer so that it can direct its main lobes towards the defined zones and minimize the information rate outside the defined insecurity zone. When the VLC system contains multiple eavesdroppers distributed randomly in the considered area, the stochastic geometry can be used to characterize the system and to provide analytical expressions of the secrecy outage probability and of the average secrecy rate. Pan et al. [219] studied the PLS in one VLC cell consisting of group of LED lamps located in the center of the ceiling, with one receiver and multiple randomly distributed (with the Poisson point process (PPP)) eavesdroppers. They provided closed-form analytical expressions for the secrecy outage probability and the average secrecy rate, using the stochastic geometry method under the assumption that the floor area is a circle.
Cho et al. [220] proposed a LED selection scheme to improve the secrecy outage probability, when the eavesdroppers are randomly located in the selected area, and their CSI are unknown to the transmitters. Similarly to what was done in [219] , they used the PPP to model the randomness of the location of the eavesdroppers. The same authors used the proposed eavesdropper location modeling to analyze the performance of the MISO-VLC system model and proposed a beamforming solution [221] . To find the optimal beamforming vector, they formulated the following optimization problems: minimizing the average eavesdropper SNR under a given SNR constraint to the legitimate receiver, maximizing the authorized user SNR under the average eavesdropper SNR constraint, and they optimized the same problems for the rate, instead of the SNR. In all the formulated problems, closed-form expression were provided for the beamforming vector solution. Because the VLC LEDs provide a very limited coverage area, the beamforming solution for the secrecy maximization can be approximated to be a LED selection. By selecting the AP closest to the legitimate user, secrecy rate would then be improved, as the distance between the two users increased [221] . The same authors studied the PLS in a VLC system when different eavesdroppers combine the received observations using maximal ratio combining (MRC) approach, to degrade the secrecy performance [222] . The authors used the stochastic geometry to anticipate the secure communication under a pre-defined eavesdroppers' density.
Yin and Haas [223] considered the unique properties of the VLC channel and the VLC network's layout to fully characterize the secrecy outage probability and the ergodic secrecy rate in multiuser (multiple legitimate users and multiple eavesdroppers), multi-cell VLC systems. The APs in the ceiling were modeled using a two-dimensional homogeneous PPP, under the assumption that some of the LEDs are not working as VLC APs (they provide only the illumination), whereas both users and the eavesdroppers are modeled using another independent two-dimensional homogenous PPP at their plane. They investigated the secrecy performance for three scenarios: 1) the legitimate user is served by the nearest AP, 2) the legitimate user is served by cooperating APs, and 3) the legitimate user is located in the protected zone around the AP, where the eavesdropper is not allowed to be.
Because all the aforementioned work ignored the fact that an eavesdropper might exploit the reflected light to obtain unauthorized information, Liu et al. [224] considered the effect of the reflected path and the channel correlation to propose an eavesdropping-resilient framework for VLC security. Classen et al. [225] examined the contribution of the small gaps beneath the doors or kay holes in helping eavesdroppers. They also concluded that eavesdroppers could gain information from reflected lights from the walls. Cho et al. [226] showed how the non-LOS or the reflected light would affect the secrecy outage probability in a system model consisting of multiple LED transmitters, one legitimate user, and multiple randomly distributed eavesdroppers. They showed that the secrecy outage probability depends on the position of the legitimate user, the design of the LED transmitters, and the location of the eavesdroppers with respect to the reflecting points.
For MIMO-VLC systems, in [227] , a MIMO system was used to establish a secure communication zone by minimizing the BER in the protected zone and maximize it everywhere else. Arfaoui et al. [228] studied the PLS in a MIMO-VLC system model consisting of one transmitter equipped with multiple LEDs, one multiple-PD eavesdropper, and one multiple-PD authorized user. In both cases (the channel information of the eavesdropper is available or not), they derived the optimal covariance matrix and the optimal signaling scheme for secrecy capacity maximization. Chen and Haas [229] improved the PLS in VLC systems by applying angle diversity transmitters that are effectively minimizes the leak of information. By comparing different types of optical network deployments, they concluded that the hexagonal deployment is the best in terms of secure communications, whereas the PPP deployment is the worst. Wang et al. [230] proposed LED pattern selection scheme to improve the secrecy performance of the generalized space-shift keying VLC systems.
For the hybrid VLC/RF networks, Marzban et al. [231] studied the PLS when the network consisted of one RF AP, one VLC AP, one legitimate receiver, and one eavesdropper. Both the eavesdropper and the receiver have the multi-homing capability. The RF and the VLC AP are equipped with multiple antennas and multiple LEDs, respectively. By optimizing the beamforming vectors and the transmit powers at both the VLC and RF APs, they formulated their problem as minimization of the total consumed power under having the aggregated information rate at the eavesdropper nulled and having the information rate at the receiver above a predefined threshold. Pan et al. [232] , [233] derived the secrecy outage probability for the uplink in a system consisting of one legitimate receiver, one eavesdropper and two RF VLC APs. The downlink was implemented by the VLC AP, where the energy is harvested by both receivers using the visible light. Then the legitimate user use the harvested energy to transmit data through the RF link, while the eavesdropper is trying to acquire the transmitted information. They concluded that increasing the circle area or decreasing the LED height improves the secrecy outage probability.
Mukherjee [234] investigated the lower and upper bounds of the secret-key capacities in SISO VLC system, and analyzed the secret-key transmission scenario in MISO VLC system. Al-Moliki et al. proposed a security protocol that generates confidential keys dynamically from the bipolar real OFDM samples to encode each signal frame by using the cyclic prefix samples placed in the small channel impact area [235] , [236] . The same authors upgraded their proposed protocol in [235] to combat the known-plain text attacks and chosen-plaintext attacks by applying logistic chaotic maps to the system [237] .
A chaotic channel determined subcarrier shifting (CDSS) scheme with pre-equalization were presented in [238] to improve the PLS in DCO-OFDM VLC system. For secure image transmitting in VLC channel, chaos scrambling schemes [239] for discrete-Foruire transform precoded OFDM-based, and in [240] for discrete cosine transform precoded OFDM-based systems.
VIII. SUMMARY AND OPEN RESEARCH PROBLEMS
In this paper, we reviewed the optimization techniques that proposed to improve the performance of VLC networks and minimize the effects of the VLC limitations. The review covered the different types of VLC networks: hybrid VLC/RF networks, VLC standalone networks with APs' coordination, NOMA-VLC networks, VLC networks that contain energy harvesting users, and VLC networks that contain eavesdroppers.
Based on the existing work in the literature, in this section, we outline different challenges and open research problems that need to be considered and investigated in the future work.
A. Capacity Derivation, Load Balancing, and CoMP Transmission
• For the optical intensity channel capacity, we recommend to consider some practical constraints in deriving or investigating the optical channel capacity such as the synchronization error, random device orientation, imperfect channel estimation, delayed feedback, and shadowing. • Users' FoV alignment for balancing the load: we show in Section III that many studies have been dedicated to balance the load in VLC or in hybrid VLC/RF networks. These studies focused mainly on optimizing the users' association, time or bandwidth resource allocation, and the power allocation. However, as we show in Section II-D6, the users' FoV parameter has a great impact on the system coverage, inter-cell interference, handover overhead, and on channel quality. Therefore, optimizing the users' FoV jointly with distributing the users and allocating the power would be more effective in balancing the load and in maximizing the system utilities. • Cooperation among users in VLC system: as mentioned earlier, the VLC systems suffer from SNR fluctuation, where some users would receive a high QoS and others would receive a poor QoS because of the limitedcoverage feature, LoS blockages, inter-cell interference, and handover overhead. Here, we propose one solution which is based on establishing a cooperation among users. Specifically, all the users can be served by the VLC APs and the good-serviced users can cooperate to help the poor-serviced users through RF links. That means the good-serviced users should also have the messages that must be forwarded to the weak-serviced users and this can be implemented by following the principle of cooperative-NOMA. • User-centric design in hybrid VLC/RF systems: different papers optimized the user-centric cell design in standalone VLC networks [91] , [163] . However, optimizing the user-centric cell design in hybrid RF/VLC networks would be more challenging and leads to a high impact in improving the system utilities. The problem can be divided into two interlinked problems, which are assigning the users to networks (either RF or VLC) and clustering the users and assigning the APs in each network. These two problems can be solved alternatively to improve the system utility and to achieve the required constraints. • Optimizing the joint cell formation and power allocation in user-centric VLC design: it was shown that the procedures user clustering, APs association, and power allocation are interlinked problems [163] , but only a subboptimal approach has been proposed for jointly associating the APs and allocating the power. However, formulating an optimization problem that considers the three procedures and proposing solutions for the formulated problem would be more efficient in improving the energy efficiency or the sum-rate. This problem can be formulated to optimize global energy efficiency of the system by jointly implementing the user clustering, APs association, and the power allocation.
B. NOMA-VLC Networks
Despite all the aforementioned work on NOMA-VLC systems, numerous challenges remain, and important topics in this area of research are still to be investigated. Below is a list of some key open problems in NOMA-VLC networks:
• Hybrid NOMA-VLC systems: the hybrid NOMA is to group the users into multiple clusters, and assign to each cluster a designated resource block, following the NOMA principle in each cluster. To our knowledge, the hybrid NOMA has not been studied yet in VLC systems. The rational for using the a hybrid NOMA is its ability to reduce the system's complexity. Indeed, having a large number of users in the VLC system, and assigning them to the same resource block can be problematic, since the user with the best channel must decode all the signals of all the users before decoding his/her own signal, creating delays the decoding and resulting in high complexity. Hybrid NOMA systems have been proposed in RF networks to take into account both the system performance and complexity. Therefore, we propose to study the hybrid NOMA-VLC system by finding the optimal user grouping, allocating the power to each group, the power inside each group, or grouping the users and allocating the power jointly, for sum-rate maximization purposes. This system can be extended to be a multi-cell system, in which the user-to-AP association problem also exists and should be considered. Hence, the problem would be then a two layer user grouping with power allocation. • NOMA with different QoS requirements: In real life, not all users require the same amount of data rate. For example, some of them may stream videos, whereas others are texting or exploring websites. Also some receivers can be IoT devices that need low data rates. Allocating power, in the most effective way, to users with different needs still remain a challenge, and obtaining the required data rate for each user, even when some weak users (users with poor channels) require higher data. • Cooperative NOMA-VLC: cooperative NOMA has been proposed in RF networks to exploit the redundant information in NOMA systems, and to compensate the weak user suffering from co-channel interference by increasing his data rate. The cooperative NOMA can be used among VLC users or by using relays. We are interested in the cooperation among users, where the strong users that encode the signals of the weak users can forward these coded signals to the intended users. When assuming a VLC system with two users, under the assumption that all users are equipped with a multihoming mechanism (i.e., they can gather information from VLC and RF networks simultaneously), the strong user first decodes the signal of the weak user, then forwards it to the weak user using WiFi or Bluetooth techniques. Weak user can then combine the RF and VLC signals, using combining techniques. • Modulation and coding for NOMA-VLC system: several papers studied the modulation and coding schemes in NOMA RF networks [241] , [242] . As the modulation and coding in VLC networks is different (based on IM/DD), investigating the modulation and coding schemes in NOMA-VLC systems would be worthy for practical implementation. • NOMA in coordinated multi-point (CoMP) VLC networks: CoMP VLC system means that multiple APs are cooperating to transmit the data for the users. The cooperation is for mitigating the inter-cell interference and enhancing the received data rate by optimizing the precoding matrix. Assume a VLC system consisting of N APs and M users, where M > N, the questions should be raised is that how the users should be sorted from Fig. 11 . The proposed hybrid SDMA/NOMA system. the strongest user to the weakest user?, how should the users be grouped to be served by the cooperating APs?, and how should the power be allocated. Combining the two techniques NOMA and CoMP surly leads to having a significant performance improvement in VLC systems. • Hybrid SDMA and NOMA: SDMA in VLC can be implemented using angle diversity transmitters that can generate several parallel narrow light beams directed to different directions using different LEDs. The goal of using SDMA is to mitigate inter-cell interference in VLC networks by directing the light to intended users and decreasing the overlap areas. However, some LEDs can be directed to non users, some to one user, and others to multiple users. The LEDs that are assigned or directed to serve multiple users can use the NOMA as a multiple access and to maximize the data rate. SDAM is used to mitigate or eliminate inter-cell interference, and NOMA is used to mitigate the intra-cell interference using SIC. By combining both of them, the system performance is significantly improved, in terms of data rate and system's fairness. Fig. 11 shows a system model in which SDMA and NOMA can coexist in VLC systems, where the NOMA can be used in LEDs that serve more than one user.
C. Harvesting the Energy in VLC Systems
Despite all the aforementioned work in Section VI, there are several remaining challenges associated with the transfer of information and power, using a light wave. Here are below a few key issues that need to be investigated and optimized for obtaining the most efficient power and information transfer systems.
• Simultaneous light-wave for information, illumination, and power transfer: Several studies investigated VLC systems in which both energy and information could be transferred to users. However, achieving both functions in VLC networks might violate the illumination requirements. We therefore propose to study the three functions of the light simultaneously by formulating optimization problems that allocate DC bias, available power, and available resources. • Joint DC-bias and resource allocation for sum rate with the presence of energy-harvesting users: Allocating both the DC bias and the available resources at the VLC APs leads to a significant improvement of the VLC performance under simultaneous lightwave information and power transfer (SLIPT). An effective allocation of resources (to the users) provides opportunities to preserve high energy that can be harvested by users. • As proposed in the NOMA-VLC section, a cooperative NOMA can be implemented in VLC systems; however, the strong user may do not want to consume some of his/her power by forwarding the signal to the weak user. We therefore suggest investigating ways for the strong user to harvest the energy from the light intensity, in the first phase, and then use it to forward the weak user's signal. This means that the transmitter should optimize the DC bias and the information power to maximize the sum rate and guarantee acceptable fairness. • Optimizing the MISO-VLC network with NOMA: when the system consists of multiple VLC APs cooperating to transmit the information and power for multiple users, if the number of users is larger than the number of APs, the key issue that should be addressed is whether OMA or NOMA is the best system for scheduling users and harvesting the energy. As previously reported in the literature, NOMA can provide better data rates than OMA. In other words, NOMA can achieve the required users' data rate with a small amount of transmit power (information power), which allow the DC bias to increase, resulting in increasing the harvested energy. • Placing the energy harvesting users: suppose that a VLC system consisting of multiple information users (users interested only in gathering the information), and IoT devices that work only in uplink (like sensors) and interested only in harvesting the energy (energy harvesting (EH) users). Optimizing the positions of the EH users in order to maximize the harvested energy and to achieve the required QoS at the information users is crucial in VLC SLIPT systems. Yet, it remains challenging. Therefore, there is needed to investigate ways of implementing and simplifying this task.
D. Securing VLC Networks
Despite the significant number of studies already performed, there are still some important issues to tackle and still many challenges for researchers to overcome in the future. A few of them are highlighted below, together with potential solutions that may improve the PLS in VLC systems:
• Joint PLS and load balancing in hybrid RF/VLC systems with considering the illumination constraints: All the conducted works on balancing the load in hybrid VLC/RF networks are implemented to maximize the system utilities (such as sum-rate and/or fairness) without considering the secrecy constraints. Hence, we propose to design and optimize the joint load balancing with secrecy and illumination constraints when single or multiple, known or unknown, eavesdroppers exist. This problem contains joint user-to-APs association and power allocation to maximize the secrecy capacity and achieve the required illumination. • How to optimize the beamforming vector in MISO-VLS systems when an active and passive eavesdropper exists. The common approach for the active eavesdropper is the zero-forcing preacoding approach, the common approach for the passive eavesdroppers is the design of protected zones, using an artificial noise or by steering the beamforming lobes. This raises an important question: what would the appropriate method be to improve the security, if the transmitters know the CSI of some eavesdroppers and they do not know the CSI of the others, or have a limited information about the eavesdropper (e.g., location only). • PLS in NOMA-VLC system: Several recent papers investigated the PLS in NOMA RF networks for different system models [243] , [244] . To this day, no paper has studied the PLS in NOMA-VLC systems. Because of the unique properties of VLC systems, the PLS in NOMA-VLC systems is required to be investigated, evaluated, and optimized. • User-centric cell formation based in the presence of eavesdroppers: As shown above, the user-centric cell formation is an appropriate scenario when the number of users is much smaller than the APs. Suppose that the network contains some eavesdroppers (whether their CSI are available or not), the questions raised are: 1) how should the users be clustered? 2) how should the APs be associated to the clustered users? 3) which APs should participate in communication, and which should be switched off? 4) could the switched off APs help enhance the secrecy sum-rate in emitting jamming signals? All the above questions indicate that the joint PLS and usercentric design should be investigated and optimized together.
E. Multi-User Outdoor VLC Networks
Toward developing smart cities, the street and park lamps can be utilized as VLC APs that can be used to serve multiple users. The feasibility and popularity of the VLC outdoor communication depends highly on defeating or mitigating the effect of the contaminating light stemming from the sun and the ambient lights [245] . Most of the optimization techniques proposed for indoor VLC networks cannot be applied directly in outdoor VLC networks. To extend the techniques which have been proposed for indoor VLC networks to be used in outdoor VLC networks, different issues should be considered in formulating and solving the optimization problems:
• Because of the sun light, the receivers might be blinded to detect the received light since the ambient light illuminance might be stronger than the transmitter illuminance. This contaminating light varies during the day time and can be mitigated using lens and filter at the receivers [245] . Islim et al. [246] showed that in the presence of the sun light, a reliable communication can be achieved at high speed data rates and by employing an optical bandpass blue filter that can reduce the effect of the sun light. • The outdoor VLC channel is not stable and static like the ones in the indoor. The outdoor VLC channel is attenuated due to the atmosphere pressure and the inhomogeneities in the temperature, resulting in having the refractive index varies along the transmission path [247] . • In outdoor VLC systems, the transmitters' distribution, transmitters' height, density of transmitters, and coverage area are different from those in indoor VLC systems [248] . In particular, the typical transmitters' height is 8 m, the cell radius is around 7 m, and the APs' distribution might be one dimensional in the street. Whereas, in indoor systems, the typical transmitters' height is 3 m, the cell radius is around 2-3 m, and the APs' distribution is two dimensional in the ceiling. These outdoor features lead to having a less inter-cell interference (because of the one dimensional distribution), lower channels quality (because of the longer distances between users and receivers), larger cell coverage (because of the APs heights), and less rate of blockages than the case in indoor VLC systems. In addition, the required illumination (in Lux) in the outdoor is less restricted than the one in the indoor environments [248] .
